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1.

INTRODUCTION

There is little – if any – debate that Internet of Things (IoT) services will become a staple of
the services landscape. Given the broad range of applications possible, from narrowband
basic monitoring and tracking services to high band, ultra-low latency services, including
autonomous vehicles, the revenue opportunities are also diverse.
However, one characteristic that is common to all IoT services is the need to ensure that
devices and the data they generate are protected from threat vectors. As a result,
communications service providers (CSPs) are adding IoT security services to their already
expanding portfolio of cloud-based managed security services.
In order to assist CSPs with their rollout of IoT security services, Heavy Reading, in
collaboration with Radware, developed a modeling tool designed to quantify the financial
and return on investment (ROI) fundamentals of IoT security services. This report provides
a detailed overview of the model with a focus on the steps and inputs necessary to model
cost versus cash generation on a per-scenario basis.
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2.

IoT SECURITY ROI MODEL OVERVIEW

Given the diverse range of IoT services noted above, the model created was designed with
the greatest level of flexibility possible. It utilizes a number of distinct modules to estimate
IoT device penetration and traffic generation. These modules also estimate operational
costs, including general sales and administrative/marketing, as well as the capital
equipment essential to support service launch.
They include the following:
•

Module 1: Market Sizing

•

Module 2: Capacity Planning

•

Module 3: Capital Expenditure Requirements

•

Module 4: Operating Expense Requirements

•

Module 5: Revenue Generation and Net Cash Flow

2.1

Module 1: Market Sizing

The logical starting point for any service launch is to model the anticipated market
penetration the service will attain in a current + 5-year window.
In order to capture which service is being modeled, the first step is to input the type of
service being modeled and the addressable market assumed. Input cells necessary to model
a specific service scenario in all modules are captured using mustard colored cells
.
Please note that the inputs utilized in this guide are provided for illustrative purposes to
document model design methodology and scenario creation steps; they are not to be
interpreted as market-validated inputs.
For example, as shown in Figure 1, this scenario assumes a narrowband IoT security
service utilizing a monthly plan pricing capacity-based module with a total addressable
market of 1 million devices.
Figure 1: IoT Scenario Description

Source: Heavy Reading

The next step in the modeling process is to estimate market penetration and total market
sizing for the current + 5-year period.
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As shown in Figure 2, the inputs into the market sizing module capture a very gradual
growth on a market base of 1 million devices. The first step is to input the current year (in
this case, 2019). Once this is done, the 5-year future years are automatically input. All
these dates are also automatically input into the other section modules. The next step
requires the input of the addressable market being targeted (in this case, 1 million devices).
After this, growth assumptions are input.
As shown in the figure, in the current year, there is no market growth (100% depicts no
growth). In future years, the market is assumed to grow at variable rates (e.g., 10% in
2020, 20% in 2021, 20% in 2022, 15% in 2023, and 20% in 2024).
The fourth input range in this module captures market penetration. For example, as shown
in Figure 2, the module assumes that only 15% market penetration is attained in the
current year with a gradual ramp up to 30% by year 2024.
Figure 2: Market Sizing Module

Source: Heavy Reading

2.2

Module 2: Capacity Planning

The next step in the modeling process is to estimate the network capacity these narrowband
IoT (NB-IoT) devices will generate. This is necessary because many CSPs are starting to
charge for security services based on device consumption patterns.
As shown in Figure 3, since this is a narrowband scenario, the device capacity is estimated
as only 1 Mbps per device per month. This results in modest capacity requirements of only
1,800,000 Mbps in 2019 growing to 7,869,312 Mbps in 2024 as market penetration
increases (see Figure 2).
Figure 3: Device Capacity Planning

Source: Heavy Reading
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2.3

Module 3: Capital Expenditure Requirements

In the third module, capital expenditure (capex) costs associated with equipment purchase
and other related costs are estimated. As shown in Figure 4, this is accomplished utilizing a
two-step process. The first step requires the input of the cost of capex per Mbps (in this
case, Heavy Reading utilized $3.00 per Mbps). This input is captured by sizing the overall
market and estimating the software and hardware costs associated with meeting the Mbps
demand curve.
The second step involves the input of a growth capex ratio per year to capture the cost of
deploying additional equipment to cover growth. Since this scenario captures relatively low
capacity growth and gradual market penetration, zero growth (0%) is assumed for all years.
Figure 4: Capex Requirements

Source: Heavy Reading

2.4

Module 4: Operating Expense Requirements

Once the cost of equipment has been captured, the next step is to model and estimate the
operational expenses (opex). These expenses are associated with not only monitoring the
new network infrastructure, but also the sales and general administrative (SGA) costs to
ramp up marketing and sales initiatives.
As shown in Figure 5, this is accomplished utilizing a two-step process. The first step, as
illustrated, involves estimating the opex associating with network monitoring and admin. In
this model scenario, a 20% of capex rate is estimated.
The second step involves calculating the per-year SGA costs. In this case, a per-year ratio
approach is utilized (in this scenario, 15% for all years is assumed). The one major
difference is that SGA ratio costs are estimated based on revenue, not capex (see
Figure 6), since these are variable costs that must be managed on a per-year, per-market
initiative basis.
Figure 5: Opex Requirements

Source: Heavy Reading
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2.5

Module 5: Revenue Generation and Net Cash Flow

The final module estimates revenue generation and the net cash flow remaining once capex
and opex disbursements have been covered.
This module is designed to support a number of revenue generation scenarios. The first
scenario captured in Figure 6 is capacity-based. For instance, this scenario utilizes a permonth IoT security cost of $4.25 per Mbps per month. In addition, the scenario captures the
impact of an overage charge if the normal per-monthly threshold is exceeded. In this case,
the overage charge is fixed at $2.49 per Mbps per month. However, given not all clients will
trigger overage charges, it is necessary estimate what percentage of total traffic is overage
traffic (in this scenario, 5% of traffic is overage traffic).
Since IoT security service pricing models are still evolving in response to market forces, this
module also supports estimating revenue based on alternative or additive revenue sources.
As shown in the figure, this scenario assumes that in addition to capacity-based charging,
there is also a one-time onboarding fee (in this case, $2.00) to cover the cost of registering
and managing the device.
Once these estimates have been input, the net cash flow is estimated by subtracting total
opex and capex costs from total revenue to arrive at net cash flow by current and + 5
years. In this case, based on the various module inputs, net cash flow increases from
$74 million in 2019 to $323 million in 2024.
Figure 6: Revenue Generation – Capacity Billing and Cash Flow

Source: Heavy Reading

Additionally, since some CSPs and alternate providers are starting to position fixed yearly or
annual fee (with or without the onboarding fee) billing, the model supports both as well. In
order to model one of these scenarios, as shown in Figure 7 below, it would simply be a
matter of inputting a $0 cost per Mbps and then inputting either the annual flat rate fee (in
this case, $12.00) or the estimated monthly flat rate fee (in this case, $3.00). While both
approaches are shown in the figure, this would not be a normal commercial deployment
scenario given it double counts revenue.
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It is also important to note that although the onboarding fee could be applied in both pricing
scenarios, for simplicity purposes, Heavy Reading has assumed that this fee has not been
applied (in both cases).
Figure 7: Revenue Generation – Annual or Monthly Fee Billing and Cash Flow

Source: Heavy Reading
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